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1 Introduction

This deliverable presents the design of the security system for the Music360 platform. As with
many deliverables of the Music360 project, this deliverable has two versions. The first version
has the goal to define the security baseline. This version, the second version will focus on
advanced use cases, specifically the case that data, or computations based on the data, can
be done by untrusted parties.

This document presents the current overall architecture for the Music360 platform. Our
security concern focus on how to enable secure, trusted, decentralized sharing of music-
industry data among multi-party stakeholders including Collective Management Organizations
(CMOs), venues, artists, and policymakers. Version 1 (D2.3) builds the foundational security
mechanisms, like industry-standard authentication via OAuth 2.0/OpenID Connect and fine-
grained data access through access control list and PostgreSQL row-level security. Version
2 faces the critical challenge of facilitating secure data collaboration in partially untrusted
environments.

The core work lies in addressing scenarios where stakeholders require joint computation over
sensitive data without mutual trust. Where version 1 operated under the assumption of trusted
data processors, version 2 investigates privacy-preserving computation (PPC) techniques,
notably secure multi-party computation (SMPC), to resolve previously unmet requirements
(e.g., R17-R20, R24-R27). This evolution directly tackles the MoSCoW priority C5 ("Data
sharing to untrusted environments"), enabling parties like competing venues to contribute
confidential inputs (e.g., revenue figures, artist earnings) while cryptographically guaranteeing
that no participant learns another’s raw data.

To validate this approach, the deliverable focuses on two security scenarios: (1) calculating
the ‘Average Increased Revenue’ of venues, where policymakers derive insights without
accessing individual venue income data; (2) calculating ‘Artists Average Earnings’ across
CMOs, which requires deduplicating artist records without revealing cross-CMO details. We
proposed a structured solution design procedure and the (decision-making) technology
selection framework. It bridges scenario-specific requirements to specific SMPC protocols, via
evaluating general PPC technology features, like threat models, deployment architectures, and
computational trade-offs. Proof-of-concept implementations demonstrate practical feasibility,
using tools like Prio+ and MP-PSI to achieve confidentiality, correctness, and regulatory
compliance.

The document begins with an overview of the Music360 architecture’s security-related aspects
(Section 2), followed by a gap analysis from version 1 to derive hard-to-solve requirements
(Section 3). Subsequent sections detail the solution design framework for security scenarios
need PPC technologies (Section 4), Music360 scenario experimental validation (Section 6),
and reflections on following scenario experiments. Overall, this work addressed Music360’s
goal: find a way to realize secure and trusted data sharing for music value across the
decentralized music ecosystem.

Music360 Grant agreement No 101094872 6



D2.6 Secure and trusted sharing of music data — version 2 Music360

2 Overall Architecture
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Figure 1 General data flow of Music360 architecture version 2 (in grey components under development)

The overall architecture of the MUSIC360 platform is presented in the perspective of data flows.
It enables trusted, secure, and decentralized handling of sensitive music-related data among
multiple stakeholders. The platform is designed for a multi-party environment, where each
participant retains control over its own data while supporting secure, federated collaboration
across organizations such as CMOs, CMO members, venues, and policymakers. The security
mechanisms include authentication & authorization, access control, data isolation, privacy-
preserving computation, and so on. These mechanisms are implemented consistently across
the platform using well-defined protocols (OpenID Connect, OAuth2), modern database
security features (PostgreSQL Row-Level Security), and token-based authentication (JWT).

Security considerations have influenced all layers of the MUSIC360 architecture, from backend
services and APIs to the database and data import processes. A key architectural decision is
decentralization, ensuring each data provider maintains ownership and operational control
over its own partition of the distributed MUSIC360 database. This architecture guarantees data
confidentiality, fine-grained access enforcement, and extensibility toward future users and
providers beyond the project’s initial consortium.

2.1 Authentication (identity management)

MUSIC360 supports a multi-party authentication model, enabling users to authenticate using
credentials from multiple trusted identity providers. The authentication process works as
follows:

e A user initiates login via the MUSIC360 frontend and selects an identity provider (e.g.,
neighboring rights CMO, author rights CMO).

e The identity provider authenticates the user and returns a signed authentication token.

e The data providers act as resource servers, and validate the token to grant access (or
not).

o Identity information is exclusively stored by the identity providers and is not shared with
other parties (i.e., the dashboard and aggregator) unless the user consents to it. This
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information can be accessed in two distinct ways: inspection of the JWT claims
assigned by the authorisation server or by REST API call to the resource server.

e Upon first login, users are prompted to link their rights roles (e.g., author and performer)
to support data integrity in rights attribution.

This identity architecture ensures that users can seamlessly access MUSIC360 using
decentralized login mechanisms, while the platform maintains a consistent, secure user
management approach.

2.2 Authorization and access control
2.2.1 Token-based authorization

All access to data and services is governed by strict authorization policies, with MUSIC360
adopting OpenID Connect and OAuth2 protocols to manage secure login workflows and the
issuance of authorization tokens. These tokens are implemented using JSON Web Tokens
(JWTs), which encapsulate user-specific claims including identity and roles. Each backend
component and the database is designed to verify the token’s authenticity and extract access
rights from its payload, ensuring consistent and secure enforcement of access control across
the platform.

2.2.2 Database-level security

MUSIC360 uses PostgreSQL’s Row-Level Security (RLS) mechanism to enforce fine-grained
access restrictions directly at the row level within database tables. Each record includes an
Access Control List (ACL), which specifies exactly which users or groups have what kind of
permissions—such as read, write, or delete. When a JWT is received, its claims are decoded
and mapped to PostgreSQL session variables that dynamically filter query results based on
the authenticated user's rights. This ensures that access control is enforced uniformly and
securely at the core of the data storage layer.

2.3 Data isolation and ownership

The Music360 platform employs a partitioned database architecture where each data provider
maintains a private PostgreSQL database instance. These instances adhere to a shared
Music360 Ontology V2 schema, ensuring consistent data representation for recordings, works,
royalties, and usage metrics across all providers. Logical data isolation is enforced through
provider-specific partitions, preventing unauthorized cross-provider access. Physical isolation
is achieved using container-based deployments on AWS EC2 infrastructure, which separates
hardware resources per provider.

While data owners may delegate administrative tasks to intermediaries such as CMOs,
ultimate ownership and governance rights remain exclusively with the original provider. This
includes full authority over data creation, modification, and deletion. The architecture allows
partition overlaps where necessary, such as replicated recordings across multiple CMOs, while
maintaining strict access boundaries through provider-specific query routing. Scalability is
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supported through horizontal data partitioning by provider or country, along with read-
optimized replication strategies that align with the platform's primary read-heavy usage pattern.

2.4  Security layer components

The MUSIC360 platform incorporates a dedicated security layer composed of several
coordinated elements. The Security Manager oversees all authentication and access control
workflows across the system. Authentication is implemented using an open-source identity
management solution, Keycloak, which acts as the Identity Server. Upon successful login,
users receive a JWT containing verified identity claims and cryptographic signatures.
Additionally, data providers may operate their own Authorization Servers, allowing them to act
as both data custodians and identity authorities. This federated setup reinforces trust and
supports distributed authentication workflows. All issued tokens are stored securely in client
browsers and used in subsequent interactions, where backend components and databases
validate their signatures to authorize access.

2.5  Secure data import and access flow

The data import process begins with the Importer API, which handles validation, transformation,
and storage of data into the private database of each data provider. Every import task is
executed within a transactional context and includes robust error handling to ensure data
consistency. When users or systems make data access requests, their JWT tokens are
authenticated and verified. These verified requests are then routed through backend
components such as the Resource Server or Request API to the database, where access
control is enforced using ACLs and RLS. This end-to-end process ensures that both the
ingestion and retrieval of data are consistently secured across the architecture.

2.6  Privacy-preserving computation

To enable value extraction from sensitive music data while preserving privacy, the MUSIC360
platform allows data sharing in anonymized, aggregated, or derived forms rather than exposing
raw, individual-level data. Users are able to conduct a predefined set of analytical operations,
such as statistical aggregations, without gaining access to the underlying private information.
As a proof of concept, the platform integrates Secure Multi-Party Computation (SMPC) and
Private Set Intersection (PSI) technology in selected scenarios, enabling the computation of
shared insights across multiple stakeholders without revealing any party’s confidential input.
This aligns with MUSIC360’s core commitment to data sovereignty, trust preservation, and
secure collaboration in untrusted environments.
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3 Security Requirements

3.1 General (data) security requirements specifications

Appendix A summarizes and lists the (data) security requirements specifications about the
Music360 platform. It is based on a series of workshops with the data owners, mainly the CMOs
and BMAT. Table 4-1 shows the stakeholder analysis and prioritization result using the
MoSCoW methodology (see detail in D2.5).

Concern | MoSCoW prioritisation | Description

C1 MUST Multi-party

C2 MUST Access control at instance level

C3 SHOULD Access control at property level

C4 MUST Access control delegation

C5 MUST Data sharing to untrusted environments

C6 MUST Trusted identity providers

C7 MUST Platform parties can not access each other data
without having the proper access controls

C8 MUST Technical openness to other parties, support of
open (de-facto) standards

C9 MUST Scalable in terms of users

C10 MUST Scalable in terms of create/read on data

C11 COuULD Scalable in terms of update/delete on data

Table 1 MUSIC360 MoSCoW feature prioritisation
3.2 Existing security design and implementation (version1 overview)

3.2.1 Data custody and database level security (C1-C4, C7, C9-C11)

Version 1 enforces that each data provider (CMOs, BMAT, etc.) retains exclusive custody of
its own partitioned dataset (eg., R1, R11, R14-R15). Concretely, each provider hosts its
MUSIC360 database partition, manages its own backups and replication, and configures RLS
policies so that unauthorized rows are never returned, even if a backend service has a
vulnerability (e.g., R3, R4, R6). Those RLS policies combine Domain-Based Access Control
(DBAC), Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC) and
Access Control Lists (ACLs) stored in ACL columns as a JSON structure. In practice, every
incoming SQL query is transparently filtered: the DBMS evaluates the user's JWT-derived
scope (issued by the provider’s authorization server), the user’s role (e.g., CMO membership),
and any explicit ACL entries before returning data, ensuring fine-grained, database-enforced
authorization. Version 1 assumes a trusted storage environment and focuses on RLS (e.g.,
R5, R7, R8, R16).
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3.2.2 Authentication flow and token management (C6, C8)

All user authentication and identity management in Version 1 rely on OAuth 2.0 and OpenID
Connect (e.g., R21-R23). Public clients ( via the Dashboard) must use the authorization code
flow with PKCE (proof key for code exchange) , generating a code_ verifier and code_challenge
to prevent interception, while confidential backend services (e.g., aggregation service, plugins)
use the standard authorization code flow (without PKCE) and store a client_secret securely.
Each access token is a JWT signed by the provider's asymmetric key (R22), embedding claims
such as sub, aud, exp, and scope. Resource servers validate JWT signatures (using the
provider’s published JWKSs), check exp, iss, aud, and then apply RLS + ACL filters to every
request. Token revocation is propagated immediately via the central Message Bus (e.g.,
Kafka), so that once a data provider revokes a user’s token, no further requests using that
token succeed (e.g., R8, R11). Refresh tokens are supported to reduce repeated logins, but if
revoked, the blacklist on the message bus ensures revocation takes effect before the JWT
expires.

3.2.3 Platform and interservice communication security (C8)

Version 1 mandates that all inter-service communication mandates TLS 1.2+ (R12). API
gateways enforce rate limiting, token validation, and attack mitigation (R13). The message bus
enables near-real-time token blacklisting for revocation consistency (R11). Plugins (e.g.,
User/session management) delegate session integrity to the database, while aggregation
services operate as trusted extensions of the Dashboard without token persistence.

3.2.4 Data governance design (C1, C7-C11)

Data providers retain full ownership and whitelist control over client access (R3). GDPR
alignment includes user consent workflows and pre-sharing risk disclosures (R9, R10, R25).
FAIR-compliant data exposure (R27) and partitioned storage ensure providers manage their
datasets independently (R1, R2, R4).

3.25 Summary

As a summary, security design and implementations in D2.3 Version 1 has resolved critical
requirements and addressed most of the stakeholder concerns through existing technologies
like database-level controls we stated above:

Security design& implementation | Requirements involved isr:\?:)(ﬁ/ r;calder concern
Data custody & database security R1, R3-R6, R11, C1-C4, C7, C9-C11
R14-R16
Authentication & token management | R8, R11, R21-R23 Ce6, C8
Platform & communication security R12-R13 C8
Data governance R1-R4, R7, R9-R10, | C1, C7-C11
R25, R27

Table 2 Security requirement involved in Version 1
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3.3 Hard-to-solve security issues

We need to focus on the remaining general (data) security requirements: mainly R17-R20,
R24-R27 which can be identified as hard-to-solve security issues. We can generally derive
these security requirements into several security scenario types below:

® Secure multi-party data collaboration: In multi-party computations, no single party can
see all raw data. For example, R17 may forbid pooling sensitive data in one location, and
R19 may require that inputs remain confidential even during joint analysis. Under C1 (e.g.
“‘multi-party keep their own data ownerships”) and C5 (limited trust among parties), the
challenge is to compute global analysis without revealing any party’s private inputs.
Performance is also a concern since many parties may be involved.

® Privacy-preserving data aggregation: When releasing certain aggregation results,
requirements like R24—R25 demand that individuals’ privacy not be compromised. Simple
aggregation (e.g. counting or averaging) may still leak sensitive details if adversaries have
auxiliary knowledge. Under strict privacy regulations like minimize external data disclosure,
we must publish useful data while provably preventing “reverse engineering” of individual
sensitive information.

® Encrypted Data Processing: Some requirements (e.g. R18, R26) call for processing
data without ever exposing it in plaintext. For example, R18 may require that sensitive
data remain encrypted in transit, at rest, and even during computation. Under C8 (use of
vetted cryptographic standards) and C5 (possibly limited on-device compute), the system
must allow certain computations on data that stays encrypted. Traditional practice
decrypts before compute (risking data exposure), which violates these requirements.

3.4 Scenario-specific security requirements

3.4.1 Scenario 1: Average increased revenue
3.4.1.1 Scenario description

In the MUSIC360 DBE, a policymaker would like to know the average increase in revenue of
venues (located in a specific region) as a result of playing music in these venues. In order to
use music, venues have to pay a fee to Collective Management Organizations (CMOs). Every
country has at least one CMO, but usually there are more of them, each representing different
kind of rightholders and intellectual property rights. CMOs have a mandate to collect fees for
their rightholders. Revenue data of venues is confidential information, as it is competitive and
sensitive data. E.g. if the CMOs can obtain the precise revenue increase number associated
with music played at each venue separately, they may consider adjusting the venue’s licensing
fee accordingly. This could have a negative impact on venues. Therefore, we have the
following expectations and assumptions:

e Only the venue itself should have access to its respective revenue increase.

e Policymakers, CMOs, and other venues should not have access to these specific revenue
data or the identity of each venue to which they correspond.

e We assume that there is no trusted third party can serve as a aggregation/computation
centre in this scenario.
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3.4.1.2 Scenario requirements

For the scenario ‘Average revenue of venues’, the following requirements are detailed and
identified:

A. Functional: A party (e.g., policymakers) wants to know the influence (in terms of average
revenue increase for venues) of playing music at a number of venues:

a)

b)
c)

d)

e)

The ability for venues to provide their data to compute the average revenue for a set
of venues.

The ability to compute the average over the input parties’ data.

The computation should be performed within an acceptable amount of time (seconds
preferred, minutes acceptable, hours not).

The underlying MPC protocol used for the computations should be open source for
the feasibility of the proof-of-concept experiment.

Complex privacy computational burdens should not be placed on venues due to
typically limited computational resources.

B. Security: The average should be calculated without disclosing the individual revenue data
from venues, which can be detailed as follows:

a)

b)

3.4.2

Policymakers as final result receivers should only have READ access to the final result.
Venues that did provide input data should only have READ access to the final result
and all access to their own input data.

Input parties deliver their input without disclosing their full and readable input to a single
party. Parties interested in the result of the calculation obtain the complete result without
obtaining the full result of a single party. This implies that no single party knows the
input of the individual venue, except the venue itself, and also no single party knows
the result, except the receiver (the policymaker).

Individual revenue values of venues must remain confidential and should not be
inferable from the final output or any intermediate data.

The deployed solution must be resilient to collusion, e.g., a coalition of venues and
computation servers should not be able to reconstruct venue-specific data.

The technology should include mechanisms to prevent malicious inputs to guarantee
the correctness and effectiveness of the result, such as zero or extreme outliers that
could distort the average, without requiring disclosure of actual input values.

There is no trusted third party who can do the calculation on behalf of the party
interested in the result.

Scenario 2: Artists average earnings

3.4.2.1 Scenario description

In this

scenario, a policymaker is interested in understanding the average income of artists

within Europe belonging to a specific genre. The required information can be derived from
royalty data held by multiple European Collective Management Organizations (CMOs).
However, a key challenge arises: individual artists may be affiliated with multiple CMOs,
receiving separate royalty payments from each. To compute a correct average, it is necessary

to:
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Due to

Sum the earnings of all unique artists in the specified genre;
Count the number of unique artists to divide the total sum appropriately.

potential overlaps, deduplication across CMOs is essential.

Furthermore, privacy concerns limit what can be shared. While CMOs managing thousands of
artists may safely disclose aggregate sums, smaller CMOs (e.g., managing only a few artists
in one specific genre) risk revealing sensitive information even at the aggregate level.
Therefore, we have the following expectations and assumptions:

The computation of total earnings and artist count must occur without exposing either
individual or CMO-level data.

CMOs are assumed to be mutually distrustful and unwilling to reveal their data to a
centralized third party.

Each artist is assumed to submit one royalty claim per CMO.

3.4.2.2 Scenario requirements

For the scenario ‘Performers average earnings’, the following requirements are detailed and
identified:

A. Functional: A party (e.g., policymakers) wants to know the influence (in terms of average
revenue increase for venues) of playing music at a number of venues:

a)
b)
c)
d)
e)

f)

CMOs must submit genre-specific earnings data for their registered performers, in a
confidential and privacy-preserving manner.

The system must compute the average earnings of unique artists, accounting for
artists affiliated with multiple CMOs.

Deduplication must be performed securely across CMOs using techniques like MP-
PSI, with no leakage of overlapping artist identities.

The protocol should complete within a practical time frame (seconds preferred,
minutes acceptable, hours not).

The selected secure computation protocol should be open-source, publicly verifiable,
and experiment available.

The protocol must avoid placing heavy computational burdens on participating CMOs.

B. Security: The average should be calculated without disclosing the individual revenue data
from venues, which can be detailed as follows:

a)

b)
c)

d)

Only the policymaker (result parties) (or other related service subscribers) is
authorized to access the final result. CMOs should not access each other's data or
intermediate outputs.

Individual artist earnings must remain confidential, not visible to other CMOs, servers,
or the policymaker.

Artist overlaps across CMOs must be resolved through techniques like MP-PSI without
disclosing matching identities to any party.

The protocol must resist collusion: even if a subset of CMOs or servers collude, they
should not reconstruct any individual artist's earnings.

Music360 Grant agreement No 101094872 15



D2.6 Secure and trusted sharing of music data — version 2 Music360

e) CMOs should not learn the number of artists or total earnings of other CMOs,
protecting both small and large CMOs from indirect data disclosure.

f) The final result (average earning) must not allow reverse inference about any
individual artist or CMO, even in extreme value conditions (e.g., outliers, small cohorts).

g) Range proofs or statistical checks should be used to reject anomalous inputs (e.g.,
extremely high values) without requiring decryption or disclosure.

h) Metadata (e.g., artist genre affiliation, nationality) should be pseudonymized and
processed minimally, ensuring GDPR compliance.
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4  Security design: technology selection framework

4.1 Privacy preserving computation

MUSIC360 require robust privacy measures due to its distributed, multi-stakeholder nature.
Traditional centralized security approaches, what we have realized in D2.3 (version 1), such
as authentication, access control, are often inadequate in these environments. These
stakeholders, such as venues, artists, rightsholders, and policymakers, frequently need to
analyze and share data across organizational and geographical boundaries. However, doing
so without compromising sensitive business information or violating data protection regulations
(such as the GDPR) remains a critical challenge. Hence, privacy-preserving computation
(PPC) techniques have become central to enabling secure, trustworthy, and compliant
collaboration among diverse stakeholders.

PPC refers to a family of computational techniques that allow meaningful data analysis and
decision-making without exposing the raw, private data itself. These techniques aim to ensure
that each stakeholder can participate in collaborative processes (such as joint analytics or
federated intelligence) while retaining control over their own data. Common methods under
PPC include:

e Homomorphic Encryption (HE): Enables certain operations to be performed on
encrypted data, generating results that remain consistent after decryption.

» Differential Privacy (DP): Protects individual-level information by adding statistical
noise to results, providing strong guarantees even in large-scale analyses.

e Secure Multi-Party Computation (SMPC): Allows multiple parties to jointly compute
a function over their inputs without revealing them to each other.

Each method offers unique strengths. For example, DP is effective for large-scale statistical
releases but introduces utility loss. HE offers strong cryptographic guarantees but is
computationally intensive and less suited for interactive scenarios. SMPC enables rich
interactive workflows but requires coordination and may introduce performance overhead
depending on protocol complexity and network conditions.

In MUSIC360, the diversity of envisioned use cases shows that the choice and configuration
of PPC methods cannot be generic. Instead, they must be grounded in scenario-specific
requirements. To address this, we are conducting ongoing research aimed at developing a
scenario-specific PPC method selection framework. This work focuses on systematically
mapping scenario-specific requirements to the technical capabilities and assumptions of
individual or hybrid PPC techniques. The goal is to enable:

e Transparent and justifiable selection of appropriate privacy-preserving methods for
each collaboration context;

e Traceable linkage between stakeholder-level goals and technical design decisions;

e Modular extensibility, allowing new use cases to be supported without reengineering
the entire architecture.
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This approach also facilitates some trade-off analysis, supporting decisions about acceptable
levels of privacy leakage, performance degradation, or communication overhead based on the
constraints of the specific scenario. By embedding this method selection process within the
security design of MUSIC360, we aim to strengthen the alignment between technical
mechanisms and stakeholder expectations.

4.2  Secure multi-party computation

421 SMPC advantages

Within the broader field of PPC, Secure Multi-Party Computation (SMPC) stands out as
particularly relevant to the needs of the MUSIC360 project. SMPC enables a set of
independent parties to compute a joint function over their private inputs, such that each party
learns only the final result. This makes it ideal for environments like MUSIC360, where
sensitive data is distributed among multiple actors who may not fully trust each other, yet need
to collaborate to extract mutual value.

Unlike centralized data aggregation, which requires trust in a single entity, SMPC allows data
to remain decentralized and under the control of its owner. Hence, SMPC generally supports
the following key scenario requirement types (RQTs) (we put the full list in Appendix B)
identified in MUSIC360:

o [RQT1] Confidential multi-stakeholder computation: Stakeholders can engage in joint
computations without disclosing raw input values to each other, preserving the
confidentiality of sensitive data.

o [RQTZ2] Trust-limited collaboration: The computation framework must avoid reliance on
centralized or trusted third parties, ensuring decentralized execution without exposing
data.

o [RQT3] Respect for distributed data ownership: The security design must ensure that
data can only be included in computations when explicitly authorized by each
independent stakeholder, reinforcing legal compliance.

» [RQT4] Protection against aggregation leakage: When publishing aggregate statistics,
the security deisgn must ensure that individual contributions cannot be inferred, even
with auxiliary external knowledge.

o« [RQT5] Controlled exposure of computation results: Published results must be
processed to prevent reverse-engineering of private inputs, while still retaining
analytical utility.

o« [RQT8] Collusion-resistant protocol design: The security design must prevent
coalitions of dishonest participants from inferring private data or manipulating
computation outcomes.

o [RQT9] Resilience to insider threats: Computation must remain secure even when
some participants are compromised or act maliciously, without degrading global
guarantees.

o« [RQT10] Input/result verifiability without data disclosure: Security design should
provide verification for the precise of computation results without gaining access to
intermediate states or private inputs.
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o« [RQT11] Resource-constrained environments: Resource-constrained environments:
The security design must remain functional in environments with limited computational
capacity. This motivates the choice of cryptographic protocols that minimize resource
consumption while still offering acceptable performance and security guarantees. In
such settings, we aim for a practical trade-off between computational efficiency and
implementation overhead, rather than adopting the most performant or most secure
protocols in isolation.

These requirements do not apply uniformly across all use cases in MUSIC360. In different
scenarios, stakeholders may prioritize different aspects. For example, some applications may
tolerate weaker privacy assumptions in exchange for better performance or simpler
deployment, while others may require stronger guarantees due to the sensitivity of data or
regulatory considerations. In practice, the trust model, expected number of parties, network
environment, and performance constraints all affect the suitability of different SMPC
approaches.

To better support design decisions in this context, we are currently working on identifying how
different privacy-preserving computation methods, particularly SMPC techniques, align with
the specific requirements of typical scenarios in MUSIC360. This involves mapping scenario
specific characteristics (e.g., party numbers, trust level, expected interaction frequency, and
acceptable overhead) to the features of various SMPC protocols (e.g., semi-honest setting,
based on secret-sharing technology). The goal is to help select appropriate methods for each
case, based on a clear understanding of typical security scenario characteristics and what
each protocol offers and requires.

This work is still ongoing for the investigation in more scenarios and forms part of our broader
effort to make the application of privacy-preserving computation in MUSIC360 more structured
and transparent, so that the chosen methods can be clearly related to the practical needs and
constraints of the stakeholders involved.

4.2.2 SMPC technology features
4.2.2.1 The supposed [TSM] threat and security model

One important consideration in selecting an SMPC protocol is the possible threats and security
model that defines the adversary capabilities in the presence of certain types of attacks. Most
SMPC literature distinguishes between honest participants and adversaries. Honest
participants are defined as those who adhere strictly to the prescribed protocol, refraining from
any attempts to extract information beyond their designated input data or the intended
computational output. In contrast, adversaries are characterized by their potential to
compromise the integrity or confidentiality of the MPC protocol. This may involve manipulating
the computation to produce incorrect or inaccessible results or engaging in coordinated efforts
to infer sensitive information by aggregating the data they acquire (Wang, 2016). Based on the
behaviour of the adversary, security models can be divided into semi-honest adversary model,
malicious adversary model and covert adversary model (Zhao, 2019).
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In the MUSIC360 digital ecosystem, adopting the semi-honest or covert adversary model is
more reasonable and applicable. In this context, the semi-honest model is appropriate when
stakeholders (like venues and CMOs) are assumed to follow the protocol but may attempt to
infer sensitive information, such as the precise revenue increase of individual venues. This
model is efficient and would allow stakeholders to receive aggregated average revenue growth
data without exposing sensitive venue-specific information. However, in scenarios with a
higher risk of malicious behaviour, the covert adversary model provides stronger security
guarantees. This is particularly important when stakeholders, such as CMOs, might attempt to
access specific venue revenue data to adjust licensing fees. The covert adversary model
deters such actions by introducing the risk of reputation which usually has high value in DBE
environment.

4.2.2.2 The [CM] Computing model

The computing model focuses on how calculations are structured within the protocol, how
specific computing tasks are transformed into a form suitable for secure processing, and the
encryption technologies and security assumptions relied on. Different SMPC approaches
leverage distinct cryptographic techniques, protocols include those based on homomorphic
encryption (HE), secret sharing (SS), oblivious transfer (OT), garbled circuit (GC), and the
hybrid approach (Song, 2021; Zhang 2021, Han 2023). These approaches always come with
trade-offs in computational complexity, communication efficiency, and suitability for various
types of operations. Additionally, the communication overhead and computational complexity
usually increase significantly as the level of the security model increases.

4.2.2.3 The [DM] deployment model

The deployment model focuses on how the protocol is implemented in the actual system and
the network architecture, that is, how the participants are distributed, how they communicate,
and whether auxiliary parties or servers are introduced. |IEEE standards association has
classified the SMPC deployment model into three types: (1) Server-side MPC: Data providers
upload encrypted data to a set of non-colluding servers that perform computations. This
ensures data confidentiality but relies on the trustworthiness of the servers. (2) Peer-to-peer
MPC: Venues run MPC computations themselves, reducing trust dependencies but increasing
computational costs. (3) Server-aided MPC: A hybrid approach where some computation
nodes are maintained by data providers, while others are external servers that assist in
intensive computations like Beaver triple generation.

4.2.2.4 The [SF] Supported function

Generally, the technical basis of different SMPC protocols determines the scope of functions
and the number of participants they can efficiently support. Regardless of the technical basis,
a common fact of the SMPC protocol is that the types of function operations that can be
supported in theory may have a wide range, but due to various limitations such as
computational complexity and communication volume, different types of SMPC protocols at
the practical application level still have different advantages for functions that can be supported
relatively efficiently. Additionally, for complex functions, it is usually necessary to combine
multiple SMPC technologies (Hybrid) to obtain a possible balanced implementation solution
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(Guo, 2021). The table 3 below provides some hints for practical screening SMPC
protocols/tools when the specific calculation function requirements and the involved
participants' number have been clarified in scenarios:

Technical | Participants Suitable function Protocol examples
basis Number
Based on HE 2,n Additive, Multiplicative SEAL, HElib, Overdrive,
(Based on HE level) HEAAN, FHEW, TFHE,

Lattigo, cuFHE, FAMHE, FV-
NFLib, PALISADE

Based on SS >2 Linear, Nonlinear MP-SPDZ, Wysteria, PICCO,
FRESCO, JIFF, MPyc, Prio,
Prio+, Whisper, Sharemind,
EasySMPC, MPyC

Based on OT >2 Comparison, Polynomial EMP-toolkit, LibOTe,
calculation MASCOT
Based on GC 2,n Comparison, Additive EMP-toolkit, Obliv-C, ObliVM,
CBMC-GC, Frigate,
TinyGarble
Based on 2,n Linear U Nonlinear ABY, ABY?, Motion, SCALE-
Hybrid MAMBA

Table 3 SMPC protocol comparison about several scenario features

4.3 Private Set Intersection

Private Set Intersection (PSI) is a fundamental cryptographic primitive that allows two or more
parties to compute the intersection of their respective private datasets without revealing any
information about non-intersecting elements. PSI protocols have become increasingly
important in privacy-preserving data collaboration, particularly in domains where sensitive
attributes, such as identity, location, or income, must remain confidential (Freedman, M. J.,
2004, De Cristofaro, E., 2010). Classical PSI constructions rely on cryptographic tools like
oblivious transfer, homomorphic encryption, or garbled circuits, but these often trade off
efficiency for security. Recent advancements have led to highly efficient PSI implementations
capable of handling large-scale datasets using OT-extension, elliptic curve techniques, or
hybrid server-aided models (Pinkas, B., 2014).

Applications of PSI span multiple domains, including privacy-preserving advertising attribution,
medical data sharing, and fraud detection across institutions (Dong, C., 2013). Despite these
advancements, challenges remain in balancing malicious adversary resistance, low
computational overhead, and support for real-world data variability.

For example, in our scenario concerning the average earnings of artists across different CMOs
in specific genre, PSI enables multiple entities, such as several CMOs, to jointly compute
overlapping artists identities without disclosing private financial records of non-overlapping
artists. This approach ensures aggregate insights can be derived while preserving individual
privacy and regulatory compliance.
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4.4  Security solution design framework
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(1) Problem statement: Scenario needs

We explain this framework in the context of our Music360 DBE. The process begins with the
e3value model (see D 5.1), UML data model (see D 2.2), (data) security requirements
specifications (in Appendix A). An e3value model shows the objects of economic value that
actors exchange, and because these objects are of value, they are vulnerable to attack. The
data model defines the structure and relationship of data in the DBE, it ensures that the data
is organized in a way that supports business needs and show some security scenarios. The
(data) security requirements specification is analysed detailed in Sec 2. Requirement. Based
on these artefacts, we introduce a classification step to identify hard-to-solve security
scenarios and cluster security requirements accordingly. This step acknowledges that not all
requirements can be addressed by traditional security methods. It can help us to jutisfy the
necessity of applying expensive and complex PPC technologies in DBEs. We then elicit these
specific security scenarios with their functional and security requirements. These are analysed
for coherence and consistency, resulting in a final set of requirements, usually after a few
iterations. Security requirements that can be solved by well-known techniques, such as
traditional access controls, will not be further dealt with. These requirements should be
satisfied for a DBE, but it is not our topic of interest.

(2) Solution selection: Protocol(s)

We then select the appropriate PPC techniques for implementing these security scenarios,
using the proposed mapping framework (marked blue): constructed by two sides - feature
extraction of known PPC techniques and realistic scenario-specific requirement characteristics.
Given the maturity of the field of PPC, this extraction needs to be updated regularly by experts.

(3) Validation: Usability of protocol

A proof-of-concept prototype implementation of the target scenario through the selected PPC
technique(s) will be conducted for validation in terms of requirement satisfaction.

4.5 Decision-making framework
We construct the decision-making framework by two main components: (1) Security patterns
Sec-pt and their related requirement types RQTs, which can be linked to scenario-specific

requirements items for reasoning; (2) PPC techniques features.
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4.5 Framework application

4.5.1 Using the security solution design framework

We take the specific security scenario - Average increased revenue as an example to present
the continued steps of security solution design framework process after derived the scenario-
specific requirements. The requirements mentioned above cannot be solved by traditional
security approaches tied to a single actor. Therefore, we analyze the "Average increased
revenue' scenario in the SMPC context.

Involved parties

For the involved parties, we distinguish input parties, computation parties and result parties.
Input parties provide the data needed for the computation, whereas the computational party
performs the computations. Result parties are the intended recipients of the computation.
Usually, in the MPC setting, there exist multiple computational models where each participant
takes one of these three or a combination of these three roles.

e Venues are input parties: Each venue keeps its own increased revenue data. This input
data is secret.

e CMOs are computation parties: CMOs receive and process the parts of the revenue
data without being able to reconstruct individual revenues.

o Policymakers are result parties: Policymakers want to get the result: the average
revenue increase.

Using the mapping framework

We have derived specific requirements for the scenario "Average increased revenue'. We
linked the requirement types [RQTs] to the evaluated refined scenario-specific factors (by
combining strong-related scenario requirement items) and mapped them to certain key PPC
technology features via reasoning.

1. Scenario factor: Required calculation type & function.
o Requirement: Type: sum (addition), mean (division).

o Reasoning: Protocols supporting linear computation, especially an efficient
addition operation, is needed.

o Related PPC feature: [SF] Supported function: linear, addition.

2. Scenario factor: Data ownership & confidentiality in multi-party nature. [RQT1,
RQT2, RQT3, RQT4, RQTS5]

o Requirement: Venues must retain their revenue data ownership and ensure this
confidential data will not be disclosed.

o Reasoning: Secret-sharing-based SMPC ensures raw revenue values are
never reconstructed. Data is split into shares distributed across multiple servers,
where no single server (or minority coalition) can infer private values.

o Related PPC feature: [CM] Computing model: secret-sharing-based SMPC.
3. Scenario factor: Collusion resistance. [RQT8, RQT9]

o Requirement: The main collusion risk exists between servers or venues and
needs to be prevented.
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o

Reasoning:

(1) In a contract-regulated business environment, contractual obligations
between venues and CMOs can deter malicious behavior (e.g., submitting false
data) to some extent. Hence, at least a semi-honest adversary model will be
needed.

(2) The primary risk is a passive inference of individual revenues, not active
attack while secret sharing inherently mitigates this by splitting data into shares.

(3) A server-side SMPC model creates a separation between computation
servers and venues (clients), reducing collusion incentives to some extent.

Related PPC feature: [TSM] Threat security model: at least a semi-honest
adversary model; [CM] Computing model: secret-sharing-based SMPC; [DM]
Deployment model: server-side SMPC model.

4. Scenario factor: Resource-constrained.[RQT11]

O

Requirement: Venues may lack computational resources to perform intensive
cryptographic operations and communications locally.

Reasoning:

(1) A server-side SMPC model offloads computation to dedicated servers. This
eliminates the need for peer-to-peer coordination between venues, reducing
local computational burdens and enabling the possibility of more participating
venues.

(2) We will prefer semi-honest rather than malicious-secure protocols to avoid
incurring prohibitive overhead for frequent computations and communications.

Related PPC feature: [DM] Deployment model: server-side SMPC model; [TSM]
Threat security model: semi-honest adversary model.

5. Scenario factor: Efficiency/effectiveness in computation task. [RQT10]

o

Requirement: The computation of average increased revenue relies primarily
on addition and mean operations. Mechanisms to prevent malicious inputs to
guarantee the correctness and effectiveness of the result without requiring
disclosure of actual input values.

Reasoning:

(1) Secret-sharing protocols optimize arithmetic operations, outperforming
Boolean-centric alternatives (e.g., garbled circuits) on most linear operations.

(2) Server-side deployment usually minimizes latency for large-scale
deployments.

Related PPC feature: [DM] Deployment model: server-side SMPC model; [CM]
Computing model: secret-sharing-based SMPC.

In summary, our solution selection will be protocols supporting linear or addition operations,
having a server-side deployment, using a secret-sharing-based approach, and under a semi-
honest adversarial model.

4.5.2 Protocol selection

We take the specific security scenario — ‘Average increased revenue’ as an example to present
this protocol selection process. The protocol selection is based on the scenario-specific
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technology feature preferences we reasoned from the mapping framework. As the first attempt,
due to the time limit and page limit, we evaluate six protocols that are from active open source
projects or have been widely discussed in the PPC community. Table 4 below shows how well
these popular protocols meet these technical features and corresponding requirements.

SMPC technology [SF] [TSM] [DM] [CM]
linear, addition | semi-honest | server-side | secret sharing
Prio+ (Addanki, S. ° ° ° °
2022)
Overdrive (Keller, ° o ° o
M., 2018)
FRESCO (BGW) ° ° o °
(Amini, R., 2021)
Mascot (Keller, M., ° o o o
2016)
Whisper (Rathee, ) o ° °
M., 2024)
EasySMPC ) ° ° °
(Wieringa, R., 2012)

Table 4 The degree of satisfaction of different protocols for scenario-specific technical

EasySMPC and Prio+ align well with all the SMPC technology feature preferences we
reasoned from the mapping framework. Their open-source nature also shows their advantages
in protocol selection. However, the feasibility of the experiment (even the real business
analysis) also relies on the deployment difficulty and ease of use. The EasySMPC method
utilizes email as the main digital communication channel, which may introduce new security
problems and reduce reliability. Also, the data input approach in EasySMPC is more suitable
for a certain amount of data that is well structured in CSV format, the approach is too heavy
for our scenario needs. The Prio+ protocol is suitable for a proof-of-concept experiment
because we can set different parameters according to a specific scenario to test its usability
as a basic validation, and it ticks all the boxes. Hence, the Prio+ protocol was selected as a
promising security solution for the scenario “Average increased revenue'.
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6 Security Model and proof-of-concept experiments
6.1 Scenario 1: Average increased revenue

6.1.1 Security design & execution procedure

Secret-sharing process Computation Reconstruction
f Input Parties [ Computation Parties /" Result Parties \
Clients Servers Result receivers

i)

SN

Venue data 1 [Result]
[MPC code]

[MPC code r Policymakers
[Result]

i)

Venue data 2

-~
- L —=>»
P o _
.‘ -- T [data] Server 2
Venue data n

Figure 2 SMPC model for scenario ‘Average increased revenue’: [data] and [Result] are secret shares divided by
SMPC protocol. Different line styles are used solely for visual clarity, without implying any semantic distinction.

i)

Based on the above analysis, we listed relative results as below: (1) the selected PPC
protocol: Prio+; (2) the required calculation formula: R,, = % (R; = R;_before — R;_after);
(3) the involved parties: input parties (venues), computation parties (CMOs), output parties
(policymakers). All involved participants should acknowledge the specific computation task
and the procedure of the security scenario, ‘Average increased revenue’. The conceptual
security model by the SMPC protocol for this scenario is shown in Figure 1. We explain it as
below:

® Input submission: Each venue i has confidential revenue data: R; and act as an input
client to submit it. We assume that all venues will honestly submit their data since the
selected protocol supports semi-honesty.

® Data validation: Prio+ enables the input verification using share conversion to make
sure the provided revenue increase data are within acceptable bounds (e.g., non-
negative values or not excessively large).

® Computation factor generation & aggregation: Each input client generates multiple
secret shares of its increased revenue data R;. These shares are distributed to the
aggregators.

® Computation execution: The computing servers collect the data shares from all the
involved venues and execute computing tasks on their computing nodes according to
the SMPC protocol.
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® Reconstruction & output: The final sum result is sent back to the policymakers' clients
and then reconstructed. The servers do not learn the individual inputs or the final result
unless they collude. In Prio+, in order to compute the mean, the computation servers are
allowed to modestly leak the number of involved venues and then clients can locally
compute the mean.

6.1.2 Experiment setting & result

For the scenario proof-of-concept computation experiment, our basic container deployment
using the Prio+ protocol via Docker is conducted through simulating two server instances and
multiple clients (operates in a cluster of individual clients). We used the supported function:
INT_SUM because of the required computation type and function. We tried different values in
two parameters: (1) max_bits (data size can be input): 212/216; (2) num_inputs (number of
venues): 10/100/1000. These two parameter settings are related to the actual scenario nature.
We look into two variables - total sent bits and total time - under the different settings of the
two parameters we mentioned before. These two variables can help to measure whether the
basic execution (time, data volume) of the selected protocol is within an acceptable range.

Total Time vs Client Size (by Data Size) Total Sent Bits vs Client Size (by Data Size)
5
10
0.005 Data Size (bytes) Data Size (bytes)
’ -@- 4096 -@- 4096
65536 65536
— 0.004
(7]
T
c 2
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'] - 4
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£ 3
= -
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0 0.002 /"

10°
1

10 10° 10° 10 10° 10°
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Figure 3 Experimental results obtained using the different parameter settings

6.2 Scenario 2: Artists average earnings

6.2.1 Security design & execution procedure

Based on the above analysis, we describe the secure computation process for deduplicated
artist earnings aggregation among CMOs as below:

(1) the selected privacy-preserving protocols:
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e PSI phase: Multi-Party Private Set Union using Openminded PSI (Python) or EMP-
PSI (C++)

e SMPC phase: Secure aggregation using MP-SPDZ (Python-like DSL), FRESCO
(Java), or EMP-toolkit (C++)

(2) the required computation formulas:

e Overall function: p = S = w
N |Ui:1Ai|
e u: The average earning is the sum of total earnings divided by the total number of
unique artists; S: The total earnings of each artist is the sum of their earnings in all
associated CMOs. Assuming there are k CMOs, the set of artists in the ith CMO is
A;, and the earning of the artist a in the ith CMO is e}; N: The total number of unique
artists is the union size of all CMO artist sets.

(3) the involved parties:

e Input parties: Collective Management Organizations (CMOs), each holding private
data entries [artist_id, earnings].

e Computation parties: CMOs acting as secure computing nodes.

e Output parties: Participating CMOs or designated authorities receiving the final result.

All participants must acknowledge the secure computing task and the associated privacy-
preserving steps, aiming to achieve the final target: “Average earnings per unique artist”. The
conceptual security model is explained as follows:

® Input submission: Each CMO i holds a local dataset of artist earnings in the form
[artist_id, earnings], which is kept strictly confidential and never shared in plaintext with
other CMOs. These datasets act as input to the secure protocols.

® MP-PSI phase: A privacy-preserving set operation is conducted among all CMOs to
deduplicate the artist list. The objective in this phase is identify the union of artist IDs
across all CMOs while no CMO learns which other CMO contributed which artist ID.
Within the PSI output, each artist can be tagged with a private indicator of uniqueness
(i.e., appears only in one CMO or in multiple). Protocol like Openminded PSI (Python) or
EMP-PSI (C++) can be applied in this phase.

® SMPC (secure multi-party computation) phase: Once a deduplicated artist set is
established, SMPC is used to compute the secure computation: (1) Total earnings: for
each artist ID in the union set, participating CMOs contribute encrypted or shared
earnings values (zero if not known), which are aggregated securely without revealing
individual values. (2) Unique artist count: the size of the union set is computed
securely. (3) Average calculation: final average earnings per unique artist is computed
inside the SMPC protocol using secure division.

® Execution & Output: SMPC protocols (e.g., MP-SPDZ or FRESCO) can be applied to
coordinate among computing parties (CMOs) to process shared values and compute the
result. The final result (total earnings, unique artist count, average earnings) is revealed
to output parties in plaintext, without revealing any individual artist data or CMO-level
contributions.
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This secure two-phase pipeline (PSI + SMPC) ensures privacy for all involved stakeholders
while allowing collaborative analytics over sensitive artist earning data.

6.2.2 Experiment data setting

To evaluate the feasibility and performance of the proposed privacy-preserving computation
pipeline (consisting of Multi-Party PSI and SMPC), we will do a proof-of-concept experiment
for this scenario. For participants and data distribution, we assume five CMOs participate
in the experiment. Each CMO holds a dataset containing a number of artist records in the
form: [artist_id, earnings] The number of artists per CMO varies randomly between 2 and
300, representing realistic data volume differences across organizations. For example, one
CMO might have only 2 artists, while another may manage 134 or 289. Artist IDs are
simulated as anonymized identifiers (e.g., hashed integers), and importantly, partial overlaps
are introduced across CMOs to reflect the real-world scenario where artists may receive
earnings from multiple organizations. This ensures that the union set of all artist IDs is
smaller than the total count across all CMOs, enabling a meaningful deduplication process in
the PSI phase. It is an ongoing work and the realistic experiment process will follow the
execution procedure we described above.
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7 Reflections

Throughout the construction and evaluation of the early-stage solution design process and
decision-making framework in the music DBE context, several key insights have emerged that
highlight the limitations of our current approach.

e Practical constraints as another dimension

Practical constraints(e.g., such as cost, trust assumptions, regulatory compliance, and limited
computational resources) have a decisive impact on SMPC deployment strategy. In real-world
use cases like MUSIC360, participants such as small venues cannot afford high-latency or
high-overhead protocols. Our framework allows trade-offs between security and performance
but does not yet formally model or quantify these trade-offs. We suggest incorporating a
resource-evaluation layer that explicitty measures protocol feasibility in constrained
environments.

e Priority weighting between factors/features

The use of scenario factors (e.g., ‘resource-constrained’, ‘collusion-resistant') allows
qualitative prioritization. However, these mappings are currently performed manually and only
rely on explanations as reasoning process. The framework lacks formal weighting mechanisms
to balance competing requirements (e.g., performance vs. cost). A possible extension is to
support multi-criteria decision analysis (MCDA) for feature ranking and protocol scoring.

e Gaps in scenario-to-requirement mapping

Although our framework maps functional and security requirements to scenario-specific factors,
our experiment exposed cases where requirement types (RQTs) were underspecified or
unmapped: (1) The scenario factor “required computation type” (e.g., summation + division)
was difficult to trace to a specific RQT. This weakens traceability and hinders automatic
reasoning. (2) The scenario mandated open-source protocol availability, yet this constraint was
not represented in the framework. This suggests the need to add realistic, non-functional
requirement types such as transparency or maintainability. These gaps indicate that the
current framework may benefit from an additional component, potentially a non-functional
requirement module for context-specific factors.

e Deployment complexity as an overlooked metric

Our experience shows that while many SMPC protocols align well with security and functional
requirements in theory, deployment complexity often becomes the real challenge in practice.
Even relatively practical options like Prio+ demand container orchestration and manual client-
server coordination if needed. This indicates that deployment feasibility is multifaceted,
involving aspects such as technical setup burden, integration cost, tooling maturity, and
operational risk. We believe that future versions of the framework should include a Deployment
Complexity Evaluation (DCE) component, to ensure protocol selection is guided not only by
security alignment, but also by practical feasibility, especially in resource-constrained DBEs
where technical capacity is limited.

e Need for broader types of RQTs.

The current list of 12 RQTs (grouped under six security patterns) was sufficient for the “average
increased revenue” scenario. However, more complex scenarios in DBEs may have more
security concerns. The MUSIC360 project itself includes other data flows (e.g., artist metadata,
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cross-country licensing) that raise such concerns. This suggests that our framework needs a
broader and evolving taxonomy of requirement types, can ideally be expanded with new
domain contexts.
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8 Conclusion

This deliverable presents the security concern for the Music360 platform, focusing on secure
and trusted sharing of music data. We apply advanced privacy-preserving computation
techniques to enable secure data collaboration in environment without trusted third party.
Building upon version 1 (D2.3), which established foundational security controls (e.g., OAuth
2.0/0OpenlID Connect authentication, access control mechanism, PostgreSQL RLS), Version 2
addresses the critical challenge of trust-limited multi-party computations. The core work
include:

1. Security requirement analysis: Through analysis of security requirements
specifications (Appendix A), we identified unresolved priorities from Version 1,
notably C5 ("Data sharing to untrusted environments")and hard-to-solve
requirements R17-R20, R24-R27. These gaps demanded advanced PPC solutions
beyond traditional access controls, leading to our focus on security design for these
specific security scenarios.

2. Scenario-driven security design: We propose a structured solution design procedure
with the decision-making framework which maps scenario-specific requirements to
SMPC technology features (e.g., threat models, deployment model), enabling protocol
selection (e.g., server-side secret-sharing for resource-constrained venues).

3. Apply SMPC technologies: Secure Multi-Party Computation (SMPC) protocols (e.g.,
Priot+) were implemented in a proof-of-concept experiment to support scenarios
like ‘Average Increased Revenue’, ensuring raw data confidentiality while allowing joint
computation.

4. Validation via PoC: Proof-of-concept experiments demonstrated feasibility:

o Scenario 1 achieved venue revenue average with no individual data disclosure.
o Scenario 2 is an ongoing work, we have designed a hybrid PSI-SMPC pipeline
for artist deduplication and earnings averaging.

5. Data ownership preservation: The current architecture enforces decentralized data
ownership, allowing CMOs/venues full control over their partitions while supporting
GDPR-compliant collaborations.

This work fulfils MoSCoW priorities (Table 1), enabling Music360 to support multi-party data

sharing and collaborations without compromising confidentiality. Future efforts will expand
SMPC to artists earning distribution and analysis (Scenario 2) and other possible cases.
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Appendix A
Index  Description
R1 Data custody OUGHT to follow the status quo where feasible. Data providers (e.g.,

R2

R3

R4

R5

R6

R7

R8
R9

R10

R11

R12

R13

R14

R15

R16

R17

R18

CMOs), thus, ought to retain management of the data they currently have custody and
control over as to prevent data duplication in domains which are, as of yet, not
production tested.

Data providers OUGHT to make data in their custody, but owned by other parties,
available to the ecosystem, within the reasonable scope of the project’s data accessibility
requirements.

Data providers OUGHT to be empowered to choose which applications (e.g., the
dashboard) they serve data to and receive data requests from via a whitelist. N.B.,
consensus among data providers upon a general whitelist would create the natural
boundaries of the Music360 ecosystem but limits its scope until such a whitelist becomes
expanded. Such consensus is not necessary but does limit attack vectors.

Data providers MUST, where reasonably possible, integrate the software packages
provided henceforth with their own systems to make a scope of data in their custody
available to the ecosystem where such scope is reasonably required to meet the goals of
the research project.

CMOs MUST provide means for the following user groups to manage their data:
creatives (e.g., artists), venues and policy makers.

Data made available to the ecosystem MUST be done so in a secure manner in non-
prototype systems (i.e., systems not using mocked data).

Data owner(s) MUST be empowered to grant data access to requesting third parties
within the ecosystem.

Data owner(s) MUST be empowered to revoke data access to third parties.

Data owner(s) MUST be warned about the risks of sharing data with third parties in the
Music360 ecosystem PRIOR TO granting access to such parties.

Data owner(s) OUGHT to give their consent and take full liability of the risks
associated with data theft from third parties in the Music360 ecosystem.

Access or revocation of data to and from the various parties of the ecosystem MUST be
done in a timely and consistent manner.

Communication between services in non-prototype systems MUST be done over TLS
1.2 or higher.

Provisions against common web attacks (e.g., XSS, CSRF, Injections such as (but not
necessarily limited to) SQL Injections, DoS/DDoS) MUST be taken by the various
components of the ecosystem and documented at a later date in a comprehensive security
policy.

Ecosystem database(s), notably, but not limited to, described in D2.1 OUGHT to be
partitioned in accordance with R1.

Ecosystem database(s), notably, but not limited to, described in D2.1 OUGHT to be
backed up and replicated at a reasonable frequency by the various data providing parties
of the ecosystem.

Authorization policies of the ecosystem database(s), notably, but not limited to,
described in D2.1 MUST be as fine-grained in scope as reasonably possible given the
current technological landscape and resource/computation budget.

Ecosystem database(s), notably, but not limited to, described in D2.1 MUST be
encrypted using cryptographically secure symmetric or asymmetric algorithms with
sufficient collision entropy for the lifespan of the ecosystem; e.g., in the case that at year
“n” RSA2048 is not predicted to provide sufficient collision resistance, RSA3072 must
be phased in at year “n - (some reasonable time period)”.

Ecosystem database(s) OUGHT to phase in homomorphic encryption at such a time
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Index

Description

R19

R20

R22

R23

R24
R25

R26

R27

when it becomes strategically feasible to increase the security guarantees that the
Music360 ecosystem can make.

Encrypted ecosystem database(s) OUGHT to rotate keys at certain intervals under a
strict policy in order to prevent data leaks and generally harden security.

A penetration test OUGHT to be taken out by a sufficiently capable actor on a
production system with mocked data such that any weaknesses or flaws may be
identified and fixed proactively.

Authorization and authentication of the ecosystem MUST be stateless and accomplished
in accordance with the JWT standard (RFC 7519, RFC 8725).

For all data providers in the ecosystem, JWTs generated MUST be signed with an
asymmetric private key.

For all data providers in the ecosystem, JWTs generated and used by requesting parties
MUST provide details of the scope of data access, or can be used to derive scope of data
access.

All non-prototype services in the ecosystem MUST be highly available.

All services implementing or working with standards MUST make a best effort to
implement best common practices (BCP) where available, moreover, such services
MUST also be compliant with data privacy and protection legislation within the
jurisdictions they are available in (e.g., GDPR).

Data providers MUST reach consensus on a policy for user lifecycle management e.g.,
Annex A ISO/IEC 27001:2013 section 9.2.

Data providers MUST make data accessible in a manner compliant with the FAIR
principles.
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Appendix B

In DBEs, security requirements vary widely in complexity and urgency. To support this
distinction, we examine typical requirement domains within DBEs, which include both
traditional security concerns and DBE-specific demands. On the one hand, DBEs inherit
general IT security challenges, such as access control, data integrity, authentication, data
availablity and encryption at rest or in transit, that are well-understood and can be addressed
using standard security mechanism. On the other hand, DBEs also introduce new challenges
that emerge from decentralized governance, trust challenges, cross-border regulation,
dynamic collaboration and possible competitive relationships. These more complex scenarios
often stretch beyond the boundaries of what traditional mechanisms can offer, thereby
motivating the use of advanced PPC technologies. Hence, our taxonomy thus serves not as
an exhaustive list of all security concerns, but as a perspective for identifying when DBE-
specific demand cross the threshold into the domain of PPC technologies. Below are six
representative security patterns [Sec-pt] and their related requirement types [RQTs] observed
in our case and validated through prior DBE literature (Lenkenhoff, K., 2018; Senyo, P. K,
2019; Tornjanski, V., 2021; Lindell, Y., 2020}.

1. [Sec-pt 1] Secure multi-party data collaboration

e [RQT1] Confidential multi-stakeholder computation: Stakeholders can engage in joint
computations without disclosing raw input values to each other, preserving the
confidentiality of sensitive data.

e [RQT?2] Trust-limited collaboration: The computation framework must avoid reliance
on centralized or trusted third parties, ensuring decentralized execution without
exposing data.

e [RQT3] Respect for distributed data ownership: The security design must ensure that
data can only be included in computations when explicitly authorized by each
independent stakeholder, reinforcing legal compliance.

2. [Sec-pt 2] Privacy-preserving aggregation and result publication

e [RQT4] Protection against aggregation leakage: When publishing aggregate statistics,
the security deisgn must ensure that individual contributions cannot be inferred, even
with auxiliary external knowledge.

e [RQTS5] Controlled exposure of computation results: Published results must be
processed to prevent reverse-engineering of private inputs, while still retaining
analytical utility.

3. [Sec-pt 3] Encrypted data processing

e [RQT6] Computation on processed inputs: The security design must support secure
computation over processed (e.g., secret-shared, encrypted) data during processing,
ensuring data protected end-to-end.
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e [RQT7] Persistent encryption across lifecycle: Sensitive data must remain encrypted
during storage, transit, and active use, avoiding plaintext exposure at any point in the
pipeline.

4. [Sec-pt 4] Collusion-resistant computation

e [RQTS] Collusion-resistant protocol design: The security design must prevent
coalitions of dishonest participants from inferring private data or manipulating
computation outcomes.

e [RQT9] Resilience to insider threats: Computation must remain secure even when
some participants are compromised or act maliciously, without degrading global
guarantees.

5. [Sec-pt 5] Verifiability without disclosure

e [RQT10] Input/result verifiability without data disclosure: Security design should
provide verification for the precise of computation results without gaining access to
intermediate states or private inputs.

6. [Sec-pt 6] Dynamic and resource-constrained security

e [RQTI11] Resource-constrained environments: The security design must remain
functional in environments with limited computational capacity. This motivates the
choice of cryptographic protocols that minimize resource consumption while still
offering acceptable performance and security guarantees. In such settings, we aim for
a practical trade-off between computational efficiency and implementation overhead,
rather than adopting the most performant or most secure protocols in isolation.

e [RQTI12] Compliance with evolving policies: The security design must adapt to
varying or evolving privacy regulations across areas.
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